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15 year challenge : )





Let’s go 
blackhat...

I TRIED THAT AT HOME



Publicly Available Data







Real GSM Phone Sourcing



GSM Area Based Sourcing aka Phone 
Hacking



Real GSM Phone Sourcing





Why care?

Global Analysis

~ 100+ million Vkontakte users

~ 500+ million LinkedIn users

~ 2,27 billion active Facebook users

~ 3,1 billion people online

~ 4,68 billion unique mobile phone 
subscribers

Source: Wiki, gsmamobileeconomy.com, internetworldstats.com



Examples



SMS Spoofing 
How You Can Do It

http://sms.databus.cz
Login: sourcing   Password: welovehacking



Examples



Mobile Number Spoofing

SpoofCard
www.spoofcard.com

+ group spoofing
+ background noises
+ change your voice 

(man / woman)
+ any mobile platform



Gun



Gun

3D Printed Handgun 
created thanks to Wikipedia























LinkedIn, Vkontakte, Facebook and 
others have changed the game of 

personal data harvesting



site:airbnb.com/users java prague



Personal Data Theft via Aquarium 
Thermometer



The Case of Cambridge Analytica



LinkedIn Hacker Yevgeniy Nikulin in 
Prague





Free Software & Open Source







Recruiter Hunt
recruiterhunt.com



HR Stack by Improver
hrstack.improver.io



Martin Freeman
bit.ly/2LtkBce



Susanna Frazier
ohsusannamarie.com/tools



Irina Shamaeva
booleanstrings.com/tools



Todd Davis
bit.ly/2uBwoP9



Jonathan Kidder
wizardsourcer.com/tools



Dean Da Costa
https://start.me/p/GE7Ebm/deans-ssa



OSINT [Open-Source Intelligence]
osintframework.com



OSINT Resources by Michael Bazzell
inteltechniques.com



OSINT Resources by Marc Kranat CISSP
300m.com/osint



”Sensitive” LinkedIn Plugins

www.josefkadlec.com/blog



LinkedIn Advanced Sourcer Plugin

X





LinkedIn Automation with 
People.camp, Linked Helper, 
Dux Soup and Machine Sourcer



Speech-to-Text Progress

https://cloud.google.com/speech-to-text/



Copy the voice of anyone (Lyrebird)



AI Virtual Anchor XINHUA





How to Translate 
Transhumanism into a Real 

Sourcing Business?



Founded 5 years ago

9 branches (CZ + SK + PL)

140+ employees

4 mil+ EUR annual turnover

600+ placements (CZ + SK) per year

From Geek to Talent Sourcing 
Freak





What You Can Learn from 
The Toughest Market in Europe



Case Study: JavaScript Developer 
[iBillboard]

Source: GoodCall & Datacruit ATS 2019



Case Study: PHP Developer [Economia]

Source: GoodCall & Datacruit ATS 2019



Outbound Sourcing Funnel

Source: GoodCall & Datacruit ATS 2019



Sourcer Job Getting 
Complicated
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Talent Sourcing

 Searching – Longlisting
 LinkedIn, XING, Amazing Hiring, Intelligence Search,

…

 Searching – Candidate Information Gathering
 Google search, Stalkscan, Connectifier,… 

 Approaching – Contact Details Searching
 ContactOut, Hiretual, Lusha, Sales Navigator,…

 Approaching – Pre-screening / shortlisting
 Mixmax, Lemlist, Loom, Bombbomb, MightyText,…

 Namesourcing aka Headhunting
 Pick up a phone

 Offline Sourcing – Events
 Conference apps, Facebook/Meetup event scraping

 Sourcing automation, inbound sourcing, etc.



It is Difficult to Find One 
Person with All of These 

Perks



Talent Sourcer
Searching



Talent Sourcer
Automation



Talent Sourcer
Automation

2002



Talent Sourcer
Approaching





So How to Recognize the Best 
Sourcers?



How to Separate Efficient from 
Non-efficient Sourcers?

Avg: 6,66 Avg: 11,02

An effective Sourcer produces 1 presentable candidate for a hiring manager 
per one man-day as minimum.



How to Separate Efficient from 
Non-efficient Sourcers?

An effective Sourcer does 3-4 prescreens a day.



Compare the Whole Branches/Teams and 
Calculate Cost per Hire

Longlist

Pre-screen

Longlist per hour

Pre-screen per hour

Presented candidates

Longlisted per 1 presented

Placements

Hours per 1 placement



Homogenous Market
Source of Hire

ATS

LinkedIn

Job Board DB

Referrals



Tools to Manage Sourcers

Sourcing Checklist

Daily Report

Weekly (self management)

Monthly (KPIs performance)

Quarterly (KPIs + development)



So How to Become 
a Competitive Sourcer?



1) Be exhaustive with your searches



IT Product Manager at St Petersburg
Using Industry



IT Product Manager at St Petersburg
Using Keywords

software OR "information technology" OR telecommunications OR computer OR software OR 
"information technology" OR telecommunications OR computer OR компь тер OR софтв рю́тер OR софтве́р е́тер OR софтве́р



IT Product Manager at St Petersburg
Using Company



IT Product Manager at St Petersburg
Using School



IT Product Manager at St Petersburg
Using Groups



The Problem of LinkedIn ZIP Codes



Exhaustive Title Search

“Software Tester” OR “Verification Engineer” OR “Quality 
Assurance Engineer” OR “QA Engineer” OR “SW Tester” OR 
“test engineer” OR “testing specialist” OR “validation tester”

Software Tester OR Verification Engineer OR Quality Assurance 
Engineer OR QA Engineer OR SW Tester OR test engineer OR 
testing specialist OR validation tester

Tester OR testing OR test OR Verification OR Quality Assurance 
OR QA OR validation

+ local language terms



Efficient Coverage of Other Channels



LinkedIn Onion Search

https://www.youtube.com/watch?v=uDOetfwu6Gswww.slideshare.net/JosefKadlec/linkedin-onion-search



2) Be disciplined, efficient and 
systematic



The Best Sourcers Are not 
Necessarily Sourcers Using 
the Plethora of Plugins and 

Tools



ContactOut, Lusha and Similar Plugins



ContactOut, Lusha and Similar Plugins



GlossaryTech Plugin
glossarytech.com/plugin



How to Skype without Skype
Appear.in or Talky.io 



The Obviously Best Sourcers 
Winning Various 

Hackathons and Contests, 
are Often Low Performers



3) Use extreme candidate engagement only 
when necessary



Video Sourcing
Individual Video Approach with Youtube

Role: ECM Specialist at Tieto
20 qualified candidates, LinkedIn response rate: 100%



Video Sourcing
Individual Video Approach with UseLoom.com



Video Sourcing
Video Job Description for Sourcing

Response rate: 59%



Postal IT Sourcing
Use Postcards to Overcome Receptionists



Live Videos
Facebook, Twitter, Instagram, Youtube, Periscope, (LinkedIn)



4) Educate yourself and stay up-to-date



Never-ending Live Sourcing Labs and 
Continuous Education



RecruitingBrainfood.com by Hung Lee



Hireconomics Show

recruitmentacademy.co/blog



5) Innovate





20-hour Sourcing Training IN A BOX
200 pieces limited 

Video Sourcing Toolkit Edition



20-hour Sourcing Training IN A BOX
200 pieces limited 

Video Sourcing Toolkit Edition



HR API 2019 => TODAY



HR API 2019 => TODAY



HR API 2019 => TODAY



Sourcing Conference Germany 2019



Sourcing Conference Germany 2019



Sourcing Conference Germany 2019



Sourcing Conference Germany 2019
E-mail address LinkedIn password



Wi-Fi Area Based Sourcing
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